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Abstract - One of the major issues in today On-line Social Networks (OSNs) is, allowing the user's ability to 

control the messages posted on their own private space. OSNs provide only little support to this requirement till 

now. In this project, we implement a system allowing OSN users to have a direct control on the messages posted 

on their walls. There are many languages used for text messages such as Hindi, Malayalam, Telugu, Tamil, 

Kannada, Urdu, Panjabi, and English. The project is implemented only in English text message to block. All 

other languages are implemented in future usage. This can be achieved through a flexible rule-based system, 

which allows users to customize the filtering criteria to be applied to their walls. And we use soft classifier 

automatically which is based on Machine Learning, helps in labeling messages in support of content-based 

filtering.  

 

Keywords - On-line Social Networks, Information Filtering, Short Text Classification, Policy-based 

Personalization. 

 

I. INTRODUCTION 

The significant role in today's networked society is Information and communication technology. It has 

affected the online interaction between users, who are aware of security applications and their effects on 

personal privacy. There is a need to develop more security mechanisms for different communication 

technologies, particularly online social networks. OSNs provides only little support to prevent unwanted 

messages on user walls. The user receives all messages posted by the users on the drawback of lack of 

classification or filtering tools. The user receives a noisy stream of updates in most cases. In this paper, we 

propose an information Filtering system. The system exploits on one of the types of feeds: Lists which are a 

manually selected group of users on OSN. List feeds are focused on specific topics, on the other hand, it is still 

noisy due to irrelevant messages. So, we propose an online filtering system, which extracts such topics in a list, 

filtering out irrelevant messages.  

In OSNs, information filtering can also be used for a more sensitive and different purpose. This is due to the 

fact that in OSNs one can post or comment on other posts on particular public/private areas, which is called as 

general walls. In the proposed system, We use Information filtering that can be used to give users the ability to 

automatically control the messages written on their own walls, by filtering out unwanted messages. The 

proposed work mainly focuses on proposing and experimentally evaluates an automated system, called Filtered 

Wall (FW). Filter Wall is used to filter unwanted messages from OSN user walls. Here we are using Machine 

Learning (ML) based text categorization techniques in which it automatically assigns with each short text 

message and it sets of categories based on its content. The major efforts in building a strong short text classifier 

are concentrated in the extraction and selection of a set of characterizing and discriminate features. 

II. FEATURES OF THE PROPOSED SYSTEM 

A. Existing System 

The Existing system is a manual system. Each and every action is done manually using forms. It takes more 

time to finish and also having chances of committing some mistakes for each action. The maintenance is also 

difficult for the existing system. Also, the manual process performs the above requirements it takes more time.  

Indeed, today OSNs provides only little support to prevent unwanted messages on user walls. Say, for 

example, Facebook can allow users to state who is allowed to insert messages on their walls (i.e., friends, 

friends of friends, or defined groups of friends). So, no content-based preferences are supported here and 

therefore it is not possible to prevent unwanted messages, such as political or vulgar ones, no matter of the user 

who posts them. 
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B. Drawbacks of the Existing System 

Since no content-based preferences are supported here and therefore it is not possible to prevent unwanted 

messages, such as political or vulgar ones, no matter of the user who posts them.  

It doesn't provide this service for a matter of using previously defined web content mining techniques for a 

different application, but also it requires designing ad hoc classification strategies.  

Here wall messages are constituted by short text for which traditional classification methods have serious 

limitations, because short texts do not provide sufficient word occurrence. 

C. Proposed Method 

The proposed system is mainly used to rectify the existing problem. The user receives the unwanted message 

from the third person it will break communication to another user. Using this OSN users problem's are rectified 

easily. The proposed system is used to develop existing one and it will make better than one of another. The 

process can be continued till correct value procedure. 

Our work mainly focuses on proposing and experimentally evaluating an automated system, which is called 

Filtered Wall (FW), in which it is able to filter unwanted messages from OSN user walls. We use Machine 

Learning (ML) text categorization techniques to automatically assign with each short text message a set of 

categories based on its content.  

D. Features 

 A system to automatically filter undesired messages from OSN user walls on the basis of message 

content, the message creator relationships and characteristics.  

 Worthwhile, the current paper extends for what concerns both the rule layer and the classification module.  

 The user can easily maintain the safe and security between another user. 

 The third person sends unwanted message to a user the messages will be dropped at matching words 

character. 

 A warning message will be displayed for the unwanted message and it will separate a type of words. 

 The process made by the user will develop their knowledge of methods. 

 User updates their status at a correct time. 

III. MODULES IN THE PROPOSED METHOD 

A. Description of Modules 

The project consists of the following modules display as follows. 

 Filtering rules  

 Online setup assistant for FRs thresholds   

 Blacklists 

B. Filtering Rules 

In defining the language for FRs specification, it mainly considers three issues that, in our opinion, should 

affect a message filtering decision. First of all, in Social Networks like in everyday life, the same message may 

have different meanings and similar based on who writes it. As a concern, Filtering Rules should allow users to 

state constraints on message creators.  Filtering Rules applies which is applied by the creators can be selected on 

the basis of several different criteria; one of the most similar is by imposing conditions on their profile's 

attributes.  

 In such a way it is, for instance, it is possible to define rules applying only to young creators or to creators 

with a given religious/political view. Given the social network scenario, it can be identified also by creators by 

exploiting information on their social graph. The state’s conditions on type, depth and trust values of the 

relationship(s) are the involvement of creators to apply them the specified rules. All those options are formalized 

by the notion of creator specification, defined as follows.  

C. Online Setup Assistant for FRs Thresholds 

As mentioned in the previous section, address the problem of setting thresholds to filter rules, by conceiving 

and implementing within FW, an Online Setup Assistant (OSA) procedure. OSA presents the user with a set of 

messages selected from the dataset. The system the decision is said by the user whether to accept or omit the 

message, for each message. The collection and processing of user decisions on a certain set of messages 

distributed over all the classes allow calculating customized thresholds representing the user attitude in 

accepting or omitting certain contents. Those messages are selected according to the following process.  

 An adequate amount of non neutral messages taken from a fraction of the dataset and not belonging to the 

training/test sets are classified by the Machine Learning in order to have, for each message, the second level 

class membership values. 
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D. Blacklists 

    The Blacklists mechanism is used to prevent messages from the undesired creators, unique from their 

contents. The system directly manages the blacklist, which should be able to determine which user to be inserted 

in the Blacklist and decides when user’s retention in the Blacklist is finished. Blacklist rules to enhance 

flexibility, such information are given to the system through a set of rules. Such rules are not defined by the 

SNM, therefore they are not considered as general high-level directives to be applied to all community.  A user 

might be banned from a wall, at the same time, being able to post on other walls.  Similar to FRs, according to 

their profiles as well as their relationships in the OSN, our BL rules make the wall owner able to identify users 

to be blocked. We have focused on two main measures on possible information denoted by the user's bad 

behavior. The first is related to the principle that if within a given time interval a user has been inserted into a 

Blacklist for many times, say greater than a given threshold, he/she might deserve to stay in the Blacklist for 

another while, as his/her behavior is not improved. This principle works for those users that have been already 

inserted in the considered Blacklist at least one time. In contrast, to catch new bad behaviors, we using the 

Relative Frequency (RF) that let the system be able to identify those users whose messages continue to fail the 

Filter Rules. The two measures can be computed either locally, that is, by considering only the messages and/or 

the Blacklist of the user specifying the Blacklist rule or globally, that is, by considering all OSN users walls 

and/or Blacklists. 

IV. CONCLUSION 

The proposed system is to filter undesired messages from OSN walls. The system uses an ML based soft 

classifier to enforce customizable content-dependent Filtering Rules. Furthermore, the adaptability of the system 

in terms of filtering options is enhanced through the control of Blacklists. This is the first step of a wider project. 

The early encouraging results it has obtained based on the classification procedure in which it prompt us to 

continue with other work that will focus to improve the quality of classification.  

In particular, future plans contemplate a deeper investigation on two mutually dependent tasks. The first task 

concerns the extraction and selection of contextual features that have been shown to have a high discriminative 

power. The second task involves the learning phase. The collection of pre-classified data may not be 

representative in the longer term because of the dynamic change in the underlying domain. 

A. Future Enhancements 

Future work will contribute that enhance the system by creating an instance randomly notifying a message 

system that should instead be blocked, or detecting modifications to profile attributes that have been made for 

the only purpose of overcoming the filtering system. Spontaneously user will get a mail notification. The audio 

and video process can also be blocked in future development. 

The single project is ever considered as complete forever because our mind is always thinking new and 

requirements also growing. The application also at the first glance user finds it to be completed but in future is 

to established and fully automatic process for the user. The system is modified in future as per the owner 

requirement. The system is flexible generate more report and screen for the user at a time. The user can easily 

access the value from the process. 
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