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Abstract - Imagine you are an IT security consultant for pharmacautiompanies. Recently a company hired you to
find out why their latest drug leaked to one of their petitors prior to release. The company has many kdosh with
sensitive drug information stored on computers that aselglanonitored by cameras. The building they are housed in
has security guards at every entrance and every emploselised to wear ID. Visitors must be escorted to enthat

no drug information leaks out. You meet with the head ofrégcand go over the security procedures. After a little
digging you find that employee-owned electronic devices sisotellular phones are allowed in and out of the facility.
The company feels that the non-disclosure agreememisnbination with security personnel monitoring everything o
camera are strong enough to keep employees honesiarttle cost of screening for electronic devices is tgh.hou

tell the head of security that tomorrow morning ségunust seize every employee's electronic device asehter the
building.
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I. INTRODUCTION

The next morning you show up early and post yourself outsidentinance to the building. As people start to come into
work their electronic devices are taken away. Eventuglby notice that someone walking up to the entrance
immediately turns around 2 and walks back to their car. Yotisgeurity and they find the person trying to stashyaa
cellular phone. Later that morning, you download the costehthe cellular phone and find the files that were recently
leaked. The employee confesses to everything and givesletials of how they did it. The files were stolen by
transferring from the computers via a Bluetooth connectitwidently, some of the computers came with Bluetooth an
wasn't disabled by IT security. Using a Bluetooth conpactiidn't look conspicuous on camera, since there were no
wires being plugged into the computer. Therefore, the compargs a way to detect cellular phones in the facility.
There are a few existing cellular phone detectors ennthrket today that could of caught the employee prigheo
information leaking out. However, this technology still dea lot of improvement and development.

Cellular phone technology is rapidly changing. Features likeetBoth, USB, high resolution cameras, microphones,
Internet, 802.11 wireless, and memory cards are aeidery year. Also, the communication technology a cellpfeone
uses such as CDMA, GSM, 3G, and 4G are rapidly changing.

Bluetooth is a secure wireless protocol that operatestaBBRz. The protocol uses a master slave structure avetys
similar to having a wireless USB port on your cellulaopd. Devices like a printer, keyboard, mouse, audio dearae,
storage device can be connected wirelessly. This featuraiidy used for hands- free devices 3 but can also be ased f
file transfer of pictures, music, and other data. Univessahl bus (USB) is a way for cellular phones to conte@
computer for data transfer. This feature is very sinmtitaBluetooth for a cellular phone with the exception ohgsh
cable. On today's cellular phones this feature is mainbd u®r charging the battery or programming by the
manufacturer. It can also be used to transfer pictunesic, and other data. Cameras on cellular phones are a very
popular feature that was added in the last 10 years. Imtrgears, high resolution cameras have become a standard
feature. Most cellular phones will come with at leag mega pixel camera and the more expensive phones s be
much as 8 mega pixels. Microphones have been featuredlolarcphones since they first came out. In the last 10 years
the microphones have become dual purpose; now there arempsogn the phone that record voice to file such as a
simple voice recorder or as part of a video. Almosteeeailable cellular phone today has a connection to tieenet.

This allows users to transfer files and data wherevgrahe Cellular phones can send emails, text messagasggepiext
messages, video text messages, and upload data to thetlnfBenme cellular phones come with 802.11.

To get a good grasp on what is available today let'sdailese look at some off the shelf cellular phoneatets. Most
detectors are manufactured with the intent that the celbllane is stationary and powered on. They generally have the
same features and it is questionable whether or notabiemlly detect a cellular phone. The two most pomeédular
phone detectors available on the market today are peddbg Berkeley Varitronics Systems and Mobile Security
Products. These companies produce the wolfhound cell phtewateand Cell buster respectively.
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II. PROBLEM STATEMENT

The latest threat to information dependent businesses ¢glihéar phone. The technology added to cellular phonegin th
last 15 years has made them a jack-of- all - tradeisfilmmmation storage and transmission. Features liket&dtle, USB,
micro USB, high resolution cameras, microphones, internet3@2d 1 wireless make cellular phones perfect for stealing
data. That is why a method to detect cellular phonesécare facility is needed. The main problem with ensuhiaga
cellular phone isn't in a secure facility is that anusate method for detecting them doesn't exist. The onlytwde
certain is to perform full body searches on a regulasbiist cellular phone detector available today only alathere

is a cellular phone or transmission device in the gerees. They appear to alarm randomly and aren't very atecur
Detecting a cellular phone signal using an accurate sigtetta® technique is the focus of this research and can be
solved by using a down converter in conjunction with a bandfiiéess The technique is more accurate and provides
signal detection at a lower frequency, making it easievork with. If this solution was implemented, it wogreatly
reduce the risk of cellular phones getting into securditfasi Businesses and government would save a lot of momey
security. The solution would also greatly reduce the rigkeif data leaking to the general public and losing everlarg
amounts of money.

I11. PROPOSED SOLUTIONS

The first technique explored is an existing design froraudi-projects.com. This design can detect Global Sydtem
Mobile Communication (GSM) signals at 900 MHz. The design stsif two signal detectors each with their own
dipole antenna, inductor, and diode. Each dipole antertoaégsl to 900 MHz. When the antennas resonate at 900 MHz a
charge is induced in the inductor. A diode then demodulategiied,swhich is amplified by an op amp and passed along
to a 3.5mm headphone jack. The design doesn't describeauimatt you will hear when a cellular phone is being used. A
schematic and parts list were provided.

A. Circuit Diagram Of Cell Phone Detector Circuit

The rapid growth of cell phones in the 21st century kméiv has raised many problems. In addition, public reactien wa
growing against the disturbance of cell phones introducddiinlife. Here is a simple engineering project, nantetiden
active cell phone detector. The pocket sized cell phonetdetean detect the hidden active cell phone. So this pirisjec
used to neglect the use of cell phones in exam hallgtpriooms, defence establishments, hospitals, militarp cpetrol
pumps and also very useful for sensing the use of mobile pbospying and other correlated activities. This circan
detect calls, SMS, video transmission even when thepbelhe is hidden in silent mode. The prompt bug detects radio
frequency transmission signal (RF) from a cell phone, it gésseeabeep sound alarm.
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Fig. 1. Circuit of Cell phone detector circuit

The circuit of cell phone detector is shown in the abage E The transmission frequency of cell phones ranges from
0.9Hz -3GHz with a 3.3cm - 10cm wavelength. RF signals lse collected from the cell phone along with the disk
capacitor and the leads which acts as a small gigalwenzantenna. When the cell phone is triggered, itsfean the
signal in sine wave form which permits through the sp@be circuit diagram of the hidden active cell phone detéstor
built with operational amplifier, monostable multi vibragmd piezo buzze’n ordinary RF detector using tuned LC
circuits is not suitable for detecting signals in the GHz frequency band used in mobile phones. The transmission
frequency of mobile phones ranges from 0.9 to 3 GHz with a wavelength of 3.3 to 10 cm. So a circuit detecting
gigahertz signals is required for a cell phone detector. Here the circuit uses a 0.22pF disk capacitor (C3) to capture

the RF signals from the mobile phone. The lead length of the capacitor is fixed as 18 mm with a spacing of 8 mm
between the leads to get the desired frequency. The disk capacitor along with the leads acts as a small gigahertz
loop antenna to collect the RF signals from the mobile phone.
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1V. WORKING AND OPERATION OF CELLPHONE DETECTOR CIRCUIT

The main concept of this project is to detect the erist of an activated cell phone from a distance of odeaanalf
meters to avoid the use of cell phones in the hospitatsni@ation halls, etc. This proposed system is very helpful in
particular places like exam halls, offices, templed treatres where uses of cell phones are not permittsenise and
control the use of cell phones. This project is used to ddtecactive cell phone, when somebody is trying to make or
receive a call, sending or receiving a message. Adowgizes an alert in the occurrence of an active mobile pimotie
distance of one and a half meters in the above mentwmratitions.

A. Principle Of Cellphone Detection

When mobile phone is active, it transmits the signal irfidha of sine wave which passes through the space. Theetco
audio/video signal contains electromagnetic radiation wisclpicked up by the receiver in the base station. The
transmitter power of the modern 2G antenna in the basersi®20-100 watts. The mobile phone transmits shgriads at
regular intervals to register its availability to thearest base station. Distance to cellular base stistitine most
important environmental factor. Generally, the neareelalar phone is to a base station or transmitting towes
weaker will be the signal that needs to come from the pHeaege of frequencies of different categories are, Ao
frequencies between 180 kHz and 1.6MHz,FM radio uses 88 toMt&) TV uses 470 to 854MHz.waves at higher
frequencies but within the RF region is called Micro wawsbile phone uses high frequency RF wave in the micro
wave region carrying huge amount of electromagnetic energy.

B. Working Of Cell Phone Detector Circuit

This handy mobile bug or cell phone detector, pocket+siakile transmission detector or sniffer can sense thermese

of an activated mobile cellphone from a distance ofammka-half metres. So it can be used to prevent use ofenpitzihes

in examination halls, confidential rooms, etc. It is alsefuisfor detecting the use of mobile phone for spying and
unauthorized video transmission. In the proposed systeRFasignal detector using tuned LC circuits is designed for
detecting signals in the GHz frequency band used in mobileegtaBithe transmission frequency of mobile phone ranges
from 0.9 to 3 GHz. A capacitor C and L are used to fdrenltC circuit to receive radio frequency signals from tHe ce
phone. When the cell phone is triggered the radio frequeangrtission signal is sensed by the detector and generates a
beep sound and the LED will glow. The transmissiomuency of mobile phones ranges from 0.9 to 3 GHz with a
wavelength of 3.3 to 10 cm. So a circuit detecting gigatsgnals is required for a mobile bug. The lead lengtimef t
capacitor is fixed as 18 mm with a spacing of 8 mm betwbe leads to get the desired frequency. The disk ibapac
along with the leads acts as a small gigahertz lotgnaa to collect the RF signals from the mobile phone.

V. RESULT

The prototype version has only limited range of less tharette. In this project we made an attempt to design alenob
detector which can detect both the incoming and outgoingasleell as video transmission even if the mobile is kept at
the silent mode. The below shown in Fig 7.1 is the celhpldetector circuit made by us.

Fig. 2. The Cell Phone Detector Circuit Fig. 3. Cell phone detector circuit in working carah

Our circuit has detected the presence of an active enpbdne at a distance of less than one meter. It gauedibation of

an active mobile phone by glowing the LED, according to tlveiveng frequency and by buzzing the sound of the
buzzer. The alarm continues until the signal is ceasa® We would also like to add that it is just a prototypewf
project and can be less used for Real time operatiotie aange of detection is not too great which can be advantageous
at few situations. Below is the figure Fig showing tiat ¢ircuit is in working condition.

VI. CONCLUSION

This pocket-size mobile transmission detector or sniffer ense the presence of an activated mobile cell phameaf

distance less than one and-a-half meters. So it can loktasprevent use of mobile phones in examination halls,
confidential rooms, etc. It is also useful for detectihg tise of mobile phone for spying and unauthorised video
transmission. In this project we made an attempt to desigokile detector which can detect both the incoming and
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outgoing calls as well as video transmission even if the mabikept at the silent mode. Our circuit has detected the
presence of an active mobile phone even at a distand#oof ane and half a meter. It gave the indication ohetive
mobile phone by glowing the LED, according to the recgiirequency and by buzzing the sound of the buzzer. The
alarm continues until the signal is ceases

VIl. FUTURE SCOPE

Trying to increase the detecting range of mobile bugworf®re meters for observing wide ranges of area.drfuture
time this detector will be improved in all ways. Indtg we could be able to detect any range of frequencysonesters
of range and this will be very useful to detect the mletines where the cell phones are prohibited.
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