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Abstract - Now days, the social media usage has been increasing and user are using images and videos instated of text
message. In this images or videos some are relevant and some are fraud images/videos. Spreading these types of
images/videos creates problems like data pack stealing, personal information capturing, false information about health
etc. In this project we are trying to solve these problems by using steganography to identify the senders. We are
extracting some useful information from the mobile/PC and adding it into an image/video without knowing the sender.
This information will help to identifying the sender by decoding the steganography image. Finally, we conduct some
experiment and tabulate the results to compare the original image and corresponding steganography image. The existing
application can adopt this technique for identifying the sender.
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I. INTRODUCTION

Steganography is a creation of media which contains secret information. Nowadays digital steganography usage has
been increased to send coded information from one to another. The information is embedded into digital texts or
multimedia (images, videos, music, etc.) to create steganography media. The digital steganography and steganoalysis (an
art of unveiling the hidden information) are the branch of modern science and are evolving new ideas. The new ideas or
old ideas are used to develop the applications. In this paper, we are using the existing techniques to embedded the secret
information to identify the fraud image distributor. Steganography and steganalysis have been used to develop an
android application for finding the sender of the fraud image.

A. General Stenographic System

Steganography has its set of specification like other science. The original message which does not contain the secret
message is called as the cover message. The secret message is embedded into the cover message, then this new message
is called as stego message. The embedding of the secret message into a cover message is done by using some sorts of
algorithms or technigques. The cover may be a single or multiple files. The algorithm puts the secret information into the
cover directly, instead of putting the data directly we can encrypt the secret message and store into cover. Figure 1 shows
the overview of generic Steganography system.
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Fig. 1 An overview of a generic Steganography system

There are many forms of input will accept the embedding algorithms, but it requires some rules that have to meet the
embedding process. They are as follows:
e The perversion of the cover message as a result of the embedding algorithm should be as invisible as possible.
e The part of the secret message should not contain in the header of the stego file. The embedded message must
become part of the cover message and should be immune to manipulation attacks such as resampling or filtering.
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e Itis good practice to put error checking codes into the stego message to extract the embedded message and correct
if any damage.

e Itis necessary that the original cover message should not reach to an eavesdropper or be used twice. Because the
embedding process is additive and embedded message can be recovered if an eavesdropper has different stego
files which employ the same cover message.

Il. PROPOSED SYSTEM

The proposed system is to embed the secret information extracted from the mobile/social media is shown in Figure 2.
The architecture consists of three models are as follows:

e Extraction of identity form sender

e LSB Embedding Algorithm to hide identity data

e LSB Decoding Algorithm to extract the identity data from an embedded media.

The identity information is extracted from a mobile or social media as user name, IP address, MAC address, date, time
and email ID. This information is considered as secret information to embed into an image.
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Fig. 2 Architecture of proposed system

A. Least Significant Bit (LSB) Modification
List significant bit modification is the traditional technique to embed the secret message into a cover message. In this
method, every byte of a least significant bit is replaced with secret message one-bit information. In this proposed method,
secret information is embedded into an image. Normally images are in RGB color model, so each pixel of an image
consists three bytes. These three bytes are used to embed the secret information bits. This technique is most effective
against human detection because the value will change as zero or one. The color mixing component also not gives more
difference once it generates as the image.
Algorithm;
Step 1: The given cover image is converted into an RGB components like 24 bits of 3 bytes.
C(i, j) = Image(p, q)
Where i=0 to M-1, j=0to (N-1)*3 and p=0 to M-1, q=0 to N-1
Step 2: Convert the identity information extracted from device into bits representation
SM = Bits (Identity information)
Step 3: Assign k=0 repeat the process until all bits of SM is embedded
Step 4:
C(i,j) — 1,if LSB(C(i,j)) = 1 and SM,, = 0
S(i,j) = {C@,j) + 1,if LSB(C(i,j)) = 0 and SM,, = 1
C(,j),if LSB(C(,j)) = SM,

where S is the stego image
Step 5: Repeat Step 3 and 4 process until all bits of SM is embedded
Step 6: Convert the S values into combined RGB component and store as an image.

Example: In this proposed system, text information is embedded into every color channel of an image. The image is
converted into a three channels like Red (R), Green (G) and Blue (B) and replace every byte least significant bit by text
information bit. The Table 1 shows the example of each channel and embedding message bits replace indicated with bold
black color.

Message First byte: (Assume it is ‘9”) — 00111001
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TABLE 1. LSB MODIFICATION WITH EACH CHANNEL VVALUES AND EMBEDDING MESSAGE

Pixel # | Channel | Channel Value | Replaced Channel Value
R 11111000 11111000
1 G 11001001 11001000
B 00000011 00000011
R 11111000 11111001
2 G 11001001 11001001
B 00000011 00000010
R 11111000 11111000
3 G 11001001 11001001
B 00000011 00000011

B. Flow diagram
The proposed system architecture flow diagram is shown in Fig. 3.
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Fig. 3 Flow diagram of proposed system

I1l. EXPERIMENTAL RESULTS

The proposed system has been tested by submitting the different images in different mobiles. The Table 2 shows the
image number and corresponding image size before and after embedding the personal information of the sender. Table 2
also contains the time to perform the embedding process.

TABLE 2. SAMPLE IMAGES AND ITS CORRESPONDING SIZES BEFORE AND AFTER EMBEDDING AND TIME

Image Before (_encoding size After e_ncoding size Ti_me required
(in KB) (in KB) (in seconds)

Image 1 154 155 4
Image 2 230 232 5
Image 3 135 135 3
Image 4 160 163 6
Image 5 146 147 3
Image 6 170 172 4
Image 7 222 224 4

Image 8 284 287 5

Image 9 188 190 3
Image 10 120 121 5
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Figure 4 shows the main screen of the designed system and it contains two buttons namely decode and encode. If user
selected the encode button it does encode activity before sending and this activity is shown in Figure 5. User is not aware
of the encoding with his/her information. This process can be applied to any applications to identify the sender when
something went wrong. Here, we have demonstrating by developing separate application by adding encode and decode
buttons. To decode the information contained in the image, we have provided the button to decode the particular
information available in an image as shown in Figures 6 and 7.
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Date:18/4/2017
Time:10:4:21
1P:192.168.43.77

Mac:34:80:b3:7e:d3:cd
Successfully sent Name:Redmi
Email:vivek111vivu555@gmail.com

Fig. 4 Main Activity in these application Fig. 5 After embedding the information Fig. 6 Embedded image and extracted
into an image embedded information

1VV. CONCLUSION

In this paper, we have developed an application to find the fraud image sender information using steganography. The
LSB algorithm is used to encode the sender details before sending image. The process of encoding takes less time and it
will be not known to the user. The information we are encoding in an image are name, IP address, MAC address, e-mail
id, date and time. Finally, we have tested for different image and compared the stored information against different
mobiles. This application helps to control the crime and to identify the crime for cyber analysis. There is no much
difference between cover image and stego image, so sender will not get any doubt. Hence these application provides
efficient way of finding the sender of the fraud image.
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