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Abstract - In sensing and pervasive computing, low-power networks relate the moving analysis direction. At
routing protocol layer, resource depletion attack is explored which leads to draining of battery power rapidly.
The “vampire” attack is not specific to a protocol, even though it has similarities in characteristics with various
standard routing protocols. Every protocol is subject to attacks. In worst case, one attack will enhance the
energy usage of network by an element of O (NO, wherever N within variety of network nodes. Discussed the
strategies to ease these methods of attacks, in addition to a substitute of proof-of-concept protocol that certainly
limits the harm caused by Vampires all through the packet forwarding part.
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I. INTRODUCTION

A Wireless Sensor Network (WSN) is spotted to examine the physical and environmental situations and to
transfer data through network. For military applications, the wireless sensor network growth was motivated.
Now-a-days, such networks are widely used in industry, consumer applications, process monitoring, health
monitoring and so on.

Il. LITERATURE REVIEW

A. Object Recognition Based on Image Segmentation and Clustering

Through two separate methods, former information of image is retrieved. First method includes detection of
object parts in an image and followed by integration of detected parts into clusters. Visual words is formed by
combining all cluster centers. The later method involves the super pixel segmentation from an image and using
Mid-level clustering algorithm forms a larger sub-region. The result of both methods shows the similarity of
object segmentation. In addition the matrix representation for the shape and color or texture has been used. The
probability of each super pixel is ensured by Mask map.

B. Boundary Recognition In Sensor Networks By Topological Methods

Wireless sensor networks are strongly tied with geometric environment. Environment monitoring and data
collection of sensor network application need adequate coverage region of interest. The global topology plays a
vital role in basic design of network functionalities like data gathering and point-to-point routing methods. The
boundaries contains physical correspondence like transportation of network, buildings, terrain variation, etc.,
Holes map with the events being monitored by sensor network. Consider the readings above the threshold as
invalid, then hole boundaries form a iso-contours of landscape of the attribute. Holes are major indicators of
inadequate coverage and connectivity. Physical destruction or power depletion are indicated by holes.

c. A High Throughput Path Metric for Multi-Hop Wireless Routing

Rapidly changing topology, scalability and coping with mobile nodes are the recent works in ad hoc routing.
Lossy wireless links pay less attention in finding high-quality paths. It measures a link loss characteristics on
29-node 802.11 b test bed, and uses them in designing the new metric for lossy links. Minimum hop count is the
common metric used in ad hoc routing protocol. These protocols uses the links that deliver routing probe
packets. This method unconditionally assumes that either link works or not. Intermediate loss ratio is more in
wireless links.

D. Denial of Service Resilience In Ad Hoc Networks

In securing ad hoc networks, significant progress has been made through the development of secure
routing protocols. Significant research effort focuses on denial-of-service attack and ensuring flexibility.
Flexibility is a difficult component of a secure system that seeks to reduce malicious nodes. Adversaries will
continually increase the complicated attacks, so protocol developers will frequently design the protocol
mechanism to prevent the fresh attacks. A goal is to calculate the victorious attacker can have on the concert of
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ad hoc network. The objective is to describe the association between the resources and the impact on non-
attacking nodes presentation.

1. EXISTING SYSTEM

Initially, Authorization process takes place by matching the login images of an authorized users [14][15].
Honest nodes transmit a message of original size to same destination using dissimilar packet headers. Vampire
attack consumes more energy of nodes for transmission of message than the honest nodes. Malicious nodes
energy usage is not considered because it drains its own battery power. Adversaries are malicious nodes has
same resource and network level access as honest nodes. Adversary nodes are fixed and random within the
network. Adversary nodes can destroy a number of honest nodes before the depletion of network. Intelligent
adversary assignment or dynamic node compromise would cause more damage of the nodes. In constant
charging case, battery power draining attack would be effective only if adversary is capable of consuming power
as fast as honest nodes can revive. The disadvantages are power draining, Reduction of Quality (RoQ), and
difficult to detect and prevent the vampire attack.

IV. PROPOSED SYSTEM

Proposed a PLGP, a protocol to provide the backtracking details. A network with a group of nodes,
connectivity properties, a topology and node identities are used. Honest nodes can do broadcasting and receiving
communication. Malicious nodes use directional antennas to transfer the data without being overheard by
another node. Honest node compose, forward and accept/drop messages. Malicious node randomly transfers the
data. Adversary nodes cannot damage the connectivity between any two honest nodes because all messages are
signed by the originator. Rather, adversary nodes can alter, shorten or remove the packet fields. The advantages
are to evaluate the vulnerabilities of existing protocol battery depletion attack. It prevents the routing
infrastructure. It protects the packets getting damage from vampire attack.

V. CONCLUSION

A latest resource utilization vampire attack that use routing protocol to eternally halt wireless sensor network
by reducing nodes battery power. These attacks fairly expose the vulnerabilities in a number of protocol classes
rather it don’t depend on particular protocol. On a arbitrarily generated topology of 50 nodes calculated a proof-
of-concept attacks beside delegate examples of existing routing protocols using feeble adversaries. The network
routing protocol PLGPa, limits the damage from vampire attack and verifies that packets always progress
towards their destination.
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