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Abstract - A cloud platform provides users with shared d&tmage services, Users can remotely store tloednthe cloud
and realize the info sharing with others. An asdhieme that permits group members to switch datdumts the integrity
and verification of the shared data. This leadsh® complex calculations for the group members whared the info
within the cloud. It ignores the safety risks betwethe group members and therefore the agentst-higight secure
auditing schemes are often wont to protect theeshdata. To introduce an efficient Third Party Aadithe auditing
process of the shared data is straightforward tdsvaser privacy and introduces no additional butdemsers within the
cloud storage. It supports the privacy preservinglip auditing. The security analysis and thereftite performance
evaluation prove that the proposed system is vexyred and efficient to trust within the cloud sesvplatform.
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. INTRODUCTION

Cloud computing may be a new computing method weet introduced after peer-to- peer computing, gadhputing,
utility computing and distributed computing. itlset delivery of on-demand computing services frgppliaations to
storage and processing power. the most conceploafl computing is to rent resources ,applicatiosting and repair
outsourcing [1].With the big growth of knowledgé's too difficult to store and maintain the shaenount of knowledge
locally. It's becoming the default options for salepplications. Many organizations and individuasers are willing to
store the info within the cloud. Cloud storage eys give users mass storage capacity at the edlatiow costs and
supply a platform for sharing data between useus e info within the cloud could also be corrupte lost the inevitable
software bugs, hardware failures and human err@tsnathe cloud. Highly centralized computing resces means cloud
storage faces severe security challenges.

According to the survey done by Gartner in 2009, #1%EOs refused to use the cloud computing omgelacale due
to the problem in privacy in the cloud data. In Ba2011, Google Gmail failed, which caused data tosapproximately
150,000 users. Amazon’s enormous EC2 cloud semsiashed, permanently destroying some users’ d3tahis the
secure data storage in the cloud has blocked the-kcale use of cloud computing in the IT field.

[I.  BACKGROUND

In 2007, Ateniese et.al proposed a Provable Dasaéasion model which can verify the integrity afuel data without
retrieving all the data [3]. Juels et. al. propo#es proofs of retrievabiity scheme which enablaskioip or archive services
to produce proof that data can be retrieved by#rdier. Ateniese et.al implemented a PDP schdraédupports dynamic
operations which means that the data uploaderuiasdntrol over any operation performed on theud@ata, including
block deletion, modification and insertion [4]. B016, Yang et.al. proposed a BLS based signaturense supporting
management in the group [5]. Jiang et.al. propased integrity based on vector commitment technighieh is resistant
to collusion attacks of a cloud service provided angroup member [6]. By combining proxy cryptodrapnith the
encryption technique, in 2017, Luo et.al. propaasatheme with secure user revocation [7].

Huang et. al. realized efficient key distributionthin groups based on the logical hierarchy trepriatect the identity
privacy of the group members [8]. He proposed défmate less audit scheme by eliminating key esgravhich further
improved the user’s privacy security [9]. In orderverify the integrity of the shared data storedhie cloud, the group
members need to block the data and then calcultee alithentication labels for each block. Thengirmp members
upload the shared data along with the correspondirijentication labels to the cloud. The integuigyification of the
shared data relies on the correctness of theseadéttantication labels. The cost of calculating dn¢hentication label is
generally great because the formula requires @& latgnber of exponentiations. For example, Conghieblock size is 2
KB, the authentication label generation overheadfdO GB is nearly 18 hours to upload the dathéncloud.

It is necessary to propose a lightweight auditicigesne to reduce the resource utilization of thesude et.al. proposed
a new cloud storage auditing scheme with a clowtit aerver and cloud storage server [10].The cleexver generates
authentication labels for users before uploadiregtho the cloud server. This method can reduceisiee€’'s computation
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overhead .But it will fully reveal the user’s prteskey and the user’s data to the cloud audit seffés may result in the
malicious cloud service providers to the verifioatiwithout storing the data of the users in thead&b build an audit
scheme for cloud storage, thereby reducing the tivaeis required to generate authentication labetsncreasing time to
verify the integrity of the cloud data. Shen et. @loposed a lightweight audit scheme by introdgidime Third Party
Medium which is used to replace the group membdétstive generation of authentication labels [11jisTscheme protects
the data privacy and the identity privacy of graupmbers but it does not consider the illegal acoésse shared data in
the cloud. So the illegal group member can modigydata in the cloud.

I11.  PROPOSED SYSTEM

To fully certify the knowledge integrity and saveetcloud users’ computation resources additioraslyn-line burden,
it's of important importance to vary public auditiservice for cloud information storage, so as thers could resort to
AN freelance third party auditor (TPA) to audit tle@tsourced information once required. The TPA, M/ddealth
Organization has experience and capabilities teatsudon't, will sporadically check the integrityadl the info keep at
intervals the cloud on behalf of the users, thaegiadditional easier and reasonable way for tleesu® make positive
their storage correctness at intervals the cloud.

Moreover, additionally to assist users to meashieedanger of their signed cloud information sersj¢be audit result
from TPA would even be helpful for the cloud seeviuppliers to spice up their cloud based seniaggom, and even
serve for freelance arbitration functions. In a dyanabling public auditing services can play alvivle for this emerging
cloud economy to become utterly established, wresregers can would love ways in which throughouictviio assess
risk and gain trust at intervals the cloud. Oumtbeallows an external auditor to audit user’'s cllfdrmation while not
learning the data content. To the only of our infation, our theme is that the primary to suppoatade and economical
privacy conserving public storage auditing in Clo&gecifically, our theme achieves batch auditifgerever multiple
delegated auditing tasks from completely differeaers usually performed at the same time by the Tdughout a
privacy-preserving manner. this technique proves gbcurities and justifies the performance of awjgoted schemes
through concrete experiments and comparisons Wwétptogressive. Ensures the cluster members needvetrform time
overwhelming calculations. Group members will realithe criminal members and take away them tonatiacurity
management of teams.

IV.  MODULE DESCRIPTION

A. Cloud Storage

Data outsourcing to cloud storage servers is r@isiend among several companies and users aslaokis economic
benefits. This primarily means the owner (clierftjrdormation| moves its data to a 3rd party cl@tdrage server that is
meant to - presumptively for a fee - dependablyestioe info with it and supply it back to the ownérenever needed.

B. Simply Archives

This problem tries to get and verify an indicatibat information that's hold on by a user at renuztta storage within
the cloud (called cloud storage archives or jushiaes) isn't changed by the archive and therebyrttegrity of the info is
assured. Cloud archive isn't cheating the owrie@heating, during this context, means the stormgéive may delete a
number of the info or could modify a number of thieermation whereas developing proofs for inforraatpossession at
untrusted cloud storage servers we have a tenderary usually restricted by the resources at tbedckerver also as at the
consumer.

C. Sentinels

Only one key are often used no matter the dimessidrhe file or the quantity of files whose retgeability it needs to
verify. conjointly the archive must access solelting low portion of the file F not like within #hkey-has theme that
needed the archive to method the whole file F fegrg protocol verification. If the prover has chadgor deleted a
considerable portion of F, then with high chantketen have suppressed variety of sentinels.

D. Verification Phase

The protagonist before storing the file at the arelpre-processes the file and appends some Mitariation to the file
and stores at the archive. At the time of verifmathe protagonist uses this Meta information eafy the integrity of the
info. it's necessary to notice that our proof obwiedge integrity protocol simply checks the integof knowledge i.e. if
the info has been illicitly changed or deletedddesn't stop the archive from modifying the infotioa of the shared data
in the cloud storage.

V. CONCLUSION

We've worked to facilitate the shopper in obtainangignal of integrity of the info that he desitesstore within the
cloud storage servers with clean minimum prices effiorts. Our theme was developed to scale backnhehine and
storage overhead of the shopper furthermore onnmizei the machine overhead of the cloud storageeseWe have a
tendency to conjointly decrease the dimensionshef proof of knowledge integrity thus on cut bacle thetwork
information measure consumption. Several of thesas projected earlier need the archive to perfasiks that require a
great deal of machine power to come up with th@fpod knowledge integrity.
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A. Future Enhancements
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Apart from reduction in storage prices knowledgesourcing to the cloud conjointly helps in reducthg upkeep.
Avoiding native storage of knowledge.

By reducing the prices of storage, maintenancepansonnel.

It reduces the possibility of losing knowledge laydware failures.

Not cheating the owner.
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