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Abstract - With the rapid development of cloud servicesgdwolume of data is shared via cloud confidertyiati cloud
computing, current mechanisms cannot enforce pyicaticerns over cipher text associated with mdtiplvners, which
makes co-owners unable to appropriately controltidredata disseminators can actually disseminae thata. In this
paper, we propose a secure data group sharingoamttional dissemination scheme with multi-ownecioud computing,
in which data owner can share private data withoag of users via the cloud in a secure way, and d&gseminator can
disseminate the data to a new group of users iétindutes satisfy the access policies in theaipbxt .We further present
a multiparty computing. Although cryptographic tecjues have been utilized to provide data accessalamechanism
over the disseminated cipher text, in which thexdat-owners can append new access policies toipherctext due to
their privacy preferences. Moreover, three poliggragation strategies, including full permit, owmpeiority and majority
permit, are provided to solve the privacy conflipteblem caused by different access policies. Huoairity analysis and
experimental results show our scheme is practioa efficient for secure data sharing with multi-@wvnin cloud
computing.

Keywords- Include at least 5 Keyword or phrases related toaln.
| INTRODUCTION

The popularity of cloud computing is obtained fréine benefits of rich storage resources and insteogss [1]. It
aggregates the resources of computing infrastrectand then provides on-demand services over tteznkt. Many
famous companies are now providing public cloudvises, such as Amazon, Google, Alibaba. These cesvallow
individual users and enterprise users to upload ¢(&p. photos, videos and documents) to cloudceeprovider (CSP),
for the purpose of accessing the data at any tigevlaere and sharing the data with others. In otalg@rotect the privacy
of users, most cloud services achieve access ¢dmytmaintaining access control list (ACL). In thigy, users can choose
to either publish their data to anyone or graneasaights merely to their approved people. Howether security risks
have raised concerns in people, due to the dataiied in plaintext form by the CSP. Once the dafsted to the CSP, it
is out of the data owner’s control [2]. Unforturgtehe CSP is usually a semi-trusted server whichestly follows the
designated protocol, but might collect the useatachnd even use them for benefits without usenssents. On the other
hand, the data has tremendous usages by varicasa@umers to learn the behaviour of users [3s&lsecurity issues
motivate the effective solutions to protect datafitentiality. It is essential to adopt access oamnhechanisms to achieve
secure data sharing in cloud computing [4]. Cutyertyptographic mechanisms such as attribute-dbaseryption (ABE)
[5], identity-based broadcast encryption (IBBE),[&hd remote attestation [7] have been exploitesktte these security
and privacy problems. ABE is one of the new crypapdic mechanisms used in cloud computing to reachre and fine-
grained data sharing [8]. It features a mechanlsah énables an access control over encrypted daig access policies
and ascribed attributes among decryption keys gitectexts. As long as the attribute set satigfiesaccess policy that
the cipher text can be decrypted. IBBE is anothevgent technique employed in cloud computingl[¥, in which users
could share their encrypted data with multiple neers at one time and the public key of the reaecan be regarded as
any valid strings, such as unique identity and éntaifact, IBBE can be seen as a special case BRI Aor policies
consisting of an OR gate. Compared to ABE in whicl secret key and cipher text are both corresgona set of
attributes, IBBE incurs low-cost key management andll constant policy sizes, which is more suéaldr securely
broadcasting data to specific receivers in clouchmating. Hence, by using identities, data owner slaare data with a
group of users in a secure and efficient manneigiwimotivates more users to share their privata dit cloud. Actually,
these encryption techniques can prevent unautltbenéties (e.g. semi-trusted CSP and malicioussyiseom accessing
the data, but it may not consider data disseminaticcloud collaboration scenario such as Box [dddl One Drive [12],
the data disseminators (e.g. editor and collabdrat@y share the documents with new users everetbasside the
organization. However, once the data is encryptigd tive above techniques, data disseminators drabie to modify the
cipher text uploaded by data owners [13]. Proxemeryption (PRE) scheme [14] is employed to achieseure data
dissemination in cloud computing by delegating aemeryption key associated with the new receivershe CSP.
However, the data disseminator can disseminatefadhe data owner’s data to others with this rergoiion key, which
may not meet the practical requirement since thta davner may only permit the data disseminator igseininate a
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particular document. A refined concept referreéidoconditional PRE (CPRE) [15, 16] could addressifisue, in which
data owner can enforce re-encryption control ober ihitial cipher texts and only the cipher textisfying specific

condition can be re-encrypted with correspondinggstion key. However, traditional CPRE schemey auaipport simple
keyword conditions, so they cannot match compléxasions in cloud computing well. In order to sugpexpressive
conditions rather than keywords, attribute-base®ERs proposed [17], which deploys an access pdatidiie cipher text.
The re-encryption key is associated with a settwibates, thus the proxy can encrypt the ciph&t tamly when the re-
encryption key matches the access policy. In thag,wlata owner can customize fine-grained dissetfoim@ondition for

the shared data. Besides the requirement of conditidata dissemination, multiparty access corgroblem for data
sharing in cloud computing such as cloud collaboratind cloud-based social networks comes along 198 which

means the special authorization requirements frartipre associated users can be accommodated &rgeetitontrol the
shared data. Consider an example where a co-anghdoicument or a co-photo in cloud computing whtte¢ users, Alice,
Bob, and Carol. If Alice who is the data owner wgule this co-authoring document or cophoto to the @8d tags both
Bob and Carol as the crowners. Alice can resthig tlata to be disseminated to a certain groupsefsy) while the co-
owners Bob and Carol may have different privacyceons about this data. It is a massive and sepduacy problem if

applying the preference of only one party, whichymause such data to be shared with undesiredvezseiHowever,
merging privacy preferences of data owner and plelto-owners is not an easy task, due to privacylict is inevitable

in multiparty authorization enforcement [20, 21}ivecy conflict happens when the crowners have speqrivacy

policies, and it results in data being impossibtgessed with anyone [22]. To deal with this dilemmaltiparty access
control mechanisms’. (e.g. voting scheme) are @&rrfirovided. However, all of them are based ompdat data. In this
paper, we propose an identity-based secure datg gifwaring and conditional dissemination schemb wialti-owner in

cloud computing. To mitigate the problems mentioabdve, we introduce a solution to achieve cipber group sharing
among multiple users, and capture the core featunaultiparty authorization requirements.

The contributions of our scheme are as followyWe achieve fine-grained conditional disseminateer the cipher
text in cloud computing with attribute based CPRIe cipher text is firstly deployed with an initiaccess policy
customized by data owner. Our proposed multipacess control mechanism allows the data co-owmesppend new
access policies to the cipher text due to theigmy preferences. Hence, the cipher text can enceypted by the data
disseminator only if the attributes satisfy enowgitess policies. (2) We provide three strategieliding full permit,
owner priority and majority permit to solve the y@aty conflicts problem. Specially, in full permitrategy, data
disseminator must satisfy all the access policefsndd by data owner and co-owners. With the migjgrérmit strategy,
data owner can firstly choose a threshold valued&ia co-owners, and the cipher text can be dissged if and only if
the sum of the access policies satisfied by datsediinator’s attributes is greater than or equ#hitofixed threshold. (3)
We prove the correctness of our scheme, and corapetriments to evaluate the performance at eaabepto indicate the
effectiveness of our scheme. This paper is stradtas follows. We review related work in Sectioar®l introduce the
preliminaries in Section 3. We provide the systeodeh and policy aggregation strategies in Sectioardl describe the
proposed scheme in Section 5. We present the syatelysis and experimental results in Section 6 &adtion 7
respectively. Finally, we conclude this paper ict®m.

Il RELATED WORKS

In this project, we propose a secure data grougrghand dissemination scheme with attribute anee tconditions in
public cloud. The main contributions of our scheane as follows: (1) We employ IBBE technique toiaeh secure data
group sharing in public cloud, which allows datanewto outsource encrypted data to semi-trustaatdcémd share it with
a group of receivers at one time. It is more corer@rnthat email and username could be used asqokéyis for users. (2)
We design an access policy embedding releasing dimdetake the advantages of attribute-based CRRé&gHieve fine-
grained and timed-release data group disseminafioa.CSP can re-encrypt initial cipher texts foraddisseminator after
the designate time if his attributes associatetl wie re-encryption key satisfy the access policthe cipher texts. (3) We
analyze the security of our proposed scheme, andumt a detailed theoretical and experimental @malyhe results show
that our scheme makes tradeoffs between compushtaverhead and expressive dissemination conditiamgd performs
significantly better in data group sharing and eiissation in public cloud.

Il PROPOSED SYSTEM

We propose an identity- based data group sharidgde&ssemination scheme in public cloud, in whickadawvner could
broadcast encrypted data to a group of receiveomattime by specifying these receivers’ identitiess convenient and
secure way. In order to achieve secure and flexdala group dissemination, we adopt attribute-basetitimed-release
conditional proxy re-encryption to guarantee thalyodata disseminators whose attributes satisfyabeess policy of
encrypted data can disseminate it to other groftps the releasing time by delegating a re-encoypkiey to cloud server.
The re-encryption conditions are associated withbates and releasing time, which allows data awneenforce fine-
grained and timed-release access control overmdiaséed cipher texts. The theoretical analysis exyerimental results
show our proposed scheme makes a trade off beteeeeputational overhead and expressive disseminatinditions.
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IV SYSTEM METHODOLOGY

Benefits brought by the proposed scheme are ewiglpecially in public cloud storage systems. Salreme is
suitable for the scenarios where data can be shemdddisseminated with time conditions in a grodipugers. Let's
consider an application scenario. Suppose that aagnp uses the cloud storage service, in whichptioposed scheme is
being utilized. Some employees in company A ususiigre some important time-sensitive data withediffit intended
workmates, and these workmates can access thesttatad in the cloud with sufficient authorizatidmyt gain their
disclosure privilege at different time points. Sp#g speaking, since the business plan of thisgamy may contain some
business secrets, executive officer shares thispith directors to discuss and improve the busingan at an early time,
while others cannot access this plan. Then, ondgetive director can gain disclosure privilege igssdminate the business
plan in the cloud to managers of some relevantieeaits at a later time point, when they take rasfmlity for the plan
execution. At last, all the directors can dissendribhe business plan in the cloud to make otheldayaps in the company
to have the access privilege after specific secpecipd.

V RESULT

We propose a personality based information bunehirstn and spread plan out in the open cloud, whdoemation
proprietor could communicate encoded informationatgathering of collectors one after another byicatihg these
beneficiaries' characters in an advantageous atwfesenanner. So as to accomplish secure and adapidibrmation
bunch spread, we receive property based and platisetlarge restrictive intermediary re-encryptiorehsure that lone
information disseminators whose characteristicBliftthe entrance arrangement of scrambled infofomatan scatter it to
different gatherings after the discharging timealsgigning a re-encryption key to cloud server.

VI CONCLUSION

The loT promises to deliver a step change in imials’ quality of life and enterpris€sproductivity. Through a
widely distributed, locally intelligent network a§mart devices, the loT has the potential to enax®nsions and
enhancements to fundamental services in transgmrtdbgistics, security, utilities, education, lkeare and other areas,
while providing a new ecosystem for application@lepment. A concerted effort is required to mowe itidustry beyond
the early stages of market development towards nibgtariven by common understanding of the distinature of the
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opportunity. This market has distinct charactersstin the areas of service distribution, busines$ eharging models,
capabilities required to deliver IoT services, dine differing demands these services will placermbile networks. With
The Cloud Computing, we can access our data anwimgerhere. In this paper, we are implementing &wdoch will be
of no high cost but It we will give better securitys called Revocable storage identity based gutiony, which will do
both the things simultaneously which are identityacation and cipher text update, which will preveser from accessing
the shared data which is previously shared, asagedlubsequently shared data’s-IBE is better thtegr®in the security in
terms of efficiency and functionality, and RSIBEnwre reliable. We also added the Fragment stdiagéais system. We
can also save the Each Fragment on different Sebegrthat will be included in Future Scope.
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