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Abstract-- The world wide web is an inevitable part ofagts fast moving world as a means of swift commatian as well as for
knowledge gathering and sharing. Though it is hestbwith those interesting features it also coméh e worst face being a
ground for many illegal and serious threats likeniity theft and illegal money launder in variowsnis. Hackers find innumerable
ways day by day to steal the personal data ofdtiéirnate users and use it deceptively for daringenground activities. The users are
even unaware of those suspicious activities matimes and fall as a prey for many cyber crimes.idiials URLs host unsolicited
contents like spam, phishing, drive-by exploitsd atiract unsuspecting users to become victimgadns causing monetary loss in a
huge magnitude. To detect such crimes systems gHmilvigorous in detecting the new malicious coiste Traditionally, this
detection is done mostly through various methdks Black list, SVM(support Vector Machine),Randéorest(RF) and LR(Logistic
Regression). But they lack the ability to deteciwviyegenerated malicious URLs. We propose an adwar@envolutional Gated
Recurrent Neural Network which detects any kindJBfL. We add a character-level embedding which asta hidden layer before
the convolution layer.With various features selédtethe query string like length of the URL, Pnese of redirection symbol or any
special characters, subdomain existence, age ofidoamd other statistical report the model accilygteedicts whether the URL is
benign or suspicious.The test results demonsthate dur model has higher performance metrics likeutacy, Precision, Recall
compared with previously existing detection techies
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. INTRODUCTION

With the undeniable prominence of the World Wide Web as trenpaunt platform supporting knowledge dissemination
and increased economic activity, the security aspect cm#tirto be at the forefront of many companies and
governments’ research efforts. The web has been used as a huafeety of malicious activities from malwarestiag
and propagation to phishing websites’ tricking users twigectheir personal user information. URL is the glolthllrass
of documents and other resources on the World Wide Web. ARdRItwo main components as follows.

0] Protocol identifier (indicates what protocol to use)

(i) Resource name (specifies the IP address or the domain ri@ane the resource is located).

The protocol identifier and the resource name are sepkbbgta colon and two forward slashes as shown in e/ be
figure:

Malicious URL or malicious website, is a common andosesrthreat to cyber security. They act as a gatewath&
unsolicited activities hosting a variety of unsoliciteohtent in the form of spam, phishing in order to launciclest
Unsuspecting users visit such web sites and becomensidi various types of scams, including monetary libeft of
private information (identity, credit-cards, etc.) arahsomware installation on the user devices resulting losge
globally. According to the latest Google Safe browsiegort, Google search blacklisted over 50,000 malwars aite
over 90,000 phishing sites monthly. The human understandable &RlLsed to identify billions of websites hosted over
the present day internet. Adversaries who try to get binamed access to the confidential data may use maliti®is
and present it as a legitimate URL to naive user. Suehcalled as malicious URLs. With the advancement aalsoc
networking platforms, many allow its users to publish uhauthorized URLs. Many of these URLs are relateché¢o t
promotion of business and self-advertisement, but someesé thnprecedented resource locators can pose a vuinerabl
threat to the naive users. The naive users who useal&cus URLSs, are going to face serious security thrigstiated
by the adversary. The verification of URLs is vergeggtial in order to ensure that user should be prevergedvisiting
malicious websites. Many mechanisms have been proposkdeict the malicious URLs. One of the basic featuaé &
mechanism should possess is to allow the benign URLsatbaequested by the client and prevent the malicious URLs
before reaching the user. This is achieved by notifylieguser that it was a malicious website and a cautionldsihe
exercised. To achieve this, a system should takeastiznand lexical properties of every URL rather thagimgl on
syntactic properties of the URLs. There are manyriiitemechanisms to detect the malicious URLs. Thesbraaly
classified into 2 groups:

Non-M achine L ear ning approach:

Techniques such as Black — Listing, Heuristic Classifioattc. comes under Non-Machine Learning approach. These
traditional mechanisms rely on keyword matching and URltax matching. Therefore, these conventional mechanisms
cannot effectively deal with the ever evolving techn@egind web access techniques. Furthermore, these appralgaohes
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fall short in detecting the modern URLs such hort URLs, dark web URLs. While URL blacklistingshbeen effectiv
to some extent, it is rather easy for an attacker ¢eide the system by slightly modifying one orrencomponents of tf
URL string. Inevitably, many malicious sites are mtdcklistec either because they are too recent or were nev
incorrectly evaluated. Many of these wefised companies like Google,Facebook use exhausdteebases which ci
store as many as millions of URLs, and refine t URL sets regularly. But this is ndtd feasible solution to all tt
problems. Despite having the greater accuracy, the foedauman intervention to update and mairite@rJRL list is one
of the major limiting factors in this method.

Browser

Malicious URL Detection

Primaty domain
’—‘W—‘ Techniques

Top level domain
— http:/fwww. firefox.com.sg/webphp?hl=ZH-CN
I

protocol Host'name path

S —_—
http://218.234.0.75/webphp?hl=zh-CN

Non-Machine Learning Approach Machine Learning Approach

‘ Eg.Blacklisting Eg.Data Mining Technigues

Fig. 1 Components of a UF Fig. 2 Types oMalicious URLs Detectic
M achine L ear ning appr oach:

Machine learning techniques are used to classify malici@issites through features taken from URAsb conten
and network activity. Machine Learning approaches, aiset of URLs as training data,d based on the statistic
properties, learn a prediction function to classifyRL as malicious or benign. This gives them tbidity to generalizeo
new URLs unlike blacklisting methods. The primary requigat for training a machine learning mod the presence of
training data. In the context of malicious URL d¢itat, this would correspond to a set of large nend§ URLSs.

Machine learning can broadly be classified into supedyisasupervised, and se-supervised, which correspond
having tle labels for the training data, not having the labels, awihy labels for limited fraaction of treig data,
respectively. Labels correspond to the knowledge thaRh i malicious or benign. After the trrainidgta is collectec
the next step is to &act informative features such that they sufficiedtgcribe the URL and at the same time, they
be interpreted mathematically by machine learning modelsefample, simply using the URL._ stringedily may no
allow us to learn a good predictiorodel (which in sor extreme cases may reduce the prediction modelblacklist
method).Thus, one would need to extract suitable feabarssd on some principles or heuristices t@irol good featur
representation of the URL. This may include lexieatures (statistical properties of the URL stribgg of words, -
gram, etc.), hodvased features (WHOIS info, g— location properties of the host, etc.), etc. Theecl®on methods ar
tools which adopt the approach of patrolling web contesy oconsme more computation time and resource. There
URL based detection techniques for malicious URL dietecare largely limited to clasfication of URLs in general ¢
any specific attack i.e. spam [3, 6, 20].

Meanwhile research shows that the characics of malicious URLs dier with the type of technique used
exploitation (e.g., spam, adware, phishing, «-by-downloads etc.)The features after being extracted have tc
processed into a suitable format (e.g. a numerical Mestach that they n be plugged into an off the — shelf machine
learning method for model training. The ability of thesstdees to provide relevant informationriscal to subsequer
machine learning, as the underlying assumption of maceareihg (classification) odels is that feature representati
of the malicious and benign URLs have different distrimgidrherefore, the quality of feature reggnaetation of the URL
is critical to the quality of the resulting maliciou®kU predictive model learned by machilearning In this paper we
adapted machine learning techniques to the detection sagbdaation of the malicious URLs. WVe wie CNN in orde
to detect whether the given URL is malicious or benlidantification of attack types is also usefuice he knowledge of
the nature of a potential threat allows us to takeopepr reaction as well as a pertinent and éffectountermeasul
against the threat. For example, we may conveniegtipre spamming but should respond immediatelynadware
infection.

Il. RELATED WORKS

Ripper Algorithm

Sonika Thakur, Er. Meenakshi and Akansha Priya showed thaulaebased classitifier model of RIPI
algorithm can identify URLs with an accuracy of 82%. Tipegdicted 1050 URLs of testing dataset witle base(
classifier model which is generated by training data6&2000 URLSs, out of which 561 URLs aare detdas maliciou
and 320 URLs are detected as legitimate. After this ttadgulated the accuracy of the generatedbrased classifie
model. The resubhowed that the rule based classifier model of RIPPE&itim can identify UIRLs with an accure
of 83%. They also stated that if a training dataset large dataset then, optimized result can bained
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Machine L earning Techniques

Immadisetti Naga Venkata Durga Naveen, ManamohaaadRohit Verma presented that how a machine loknta
judge the URLs based upon the given feature sety Tescribed the feature sets and an approacHdssifying the
given feature set for malicious URL detection. Wheditional method fall short in detecting the newlicious URLs
on its own, their proposed method can be augmentddit and is expected to provide improved resulthey also
proposed the feature set which can able to clads#fyJRLs

A Survey On Various Machine L ear ning Techniques

Doyen Sahoo, Chenghao Liu and Steven C.H. Hoi tt@yducted a comprehensive and systematic survey on
Malicious URL Detection using machine learning t@icues. In particular, they gave a systematic fdaton of
Malicious URL detection from a machine learninggperctive, and then detailed the discussions otiegistudies for
malicious URL detection, particularly in the fornaé developing new feature representations, andgdesi new
learning algorithms for resolving the malicious URétection tasks.

In this survey, they categorized most of the exgstontributions for malicious URL detection ireliature, and also
identified the requirements and challenges for tigpreg Malicious URL Detection as a service forlrearld cyber
security applications. They also highlighted sonmracfical issues for the application domain and datid some
important open problems for further research irigatibn.

They mentioned that despite the extensive studiekthe tremendous progress achieved in the pastyéass,
automated detection of malicious URLs using macHesning remains a very challenging open probl&uture
directions include more effective feature extratt#md representation learning (e.g., via deep ileguapproaches), more
effective machine learning algorithms for trainithg predictive models particularly for dealing witbncept drifts (e.g.,
more effective online learning) and other emergthgllenges (e.g., domain adaption when applyingodeito a new
domain), and finally a smart design of closed-lggptem of acquiring labelled data and user feedback, integrating
an online active learning approach in a real system

Lexical Analysis

Mohammad Saiful Islam Mamun, Mohammad Ahmad Rath&rash Habibi Lashkari, Natalia Stakhanova andAAli
Ghorbani explored an approach for classifying Tethnique acts as an addon for the blacklist teglas, in which new
malicious URLs cannot be identified and will bigent for analysing large number of URLs. Seledieature sets
applied on supervised classification on a datasédyia classification accuracy of 97 % with a lolsdgositive rate.

Their experiment can also be helpful to improvessifier accuracy. In addition, it can be extendedaiculate risk
rating of a malicious URL after parameter adjustmand learning with huge training data. Despitedman forest
classification accuracy is able to identify appr®x% of the malicious or benign URL, by using pro& filter they
could reach up to around 99 % accuracy.

Drawbacks Of The Existing System

e High volume and high velocity
« Difficulty in acquiring labels
« Difficulty in collecting features
» Feature Representation
e Concept drifting and emerging challenges
¢ Interpretability of Models
* Adversarial Attacks
[Il. GENERALIZED MODEL

In the generalized model, prediction of the URLnaalign or benign is done based on our proposed @otional
Gated Recurrent Unit Neural Network. In this systernen the URL is fed to the browser, we are laéfhwwo cases:

Case 1: When the URL already exists in our blagktisvill be qualified as malicious.
Case 2:If a new URL is encountered,then the faligwprocedures are carried out sequentially
1.Data Preprocessing
2.Feature Extraction
3.Feature Selection
4.Prediction of URL
The predicted URLSs are trained to the model assislwd supervised learning.

The system architecture of the model is as display¢he following figure.

The proposed CGRU model detects the malicious URtdmbining the characteristics of URLs in thebvedtacks
at the character level and based on statisti€&@reinces in historical data of legitimate domaamsl malicious domains,
domains lifetime, changes of who is information,owh information integrity, IP changes, domainst tslzare same IP,
TTL value, etc. As main parameters and concreteesgmtations of features for classification wekegiand on this basis
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the proposed method constredtSVM classifier for detecting anomaly domains. Feataresyysis and experimer
results show that the algorithm obtains high detecticoracy to unknown domains, especially ssugtétnl detecting lon:
lived malicious domains. The most of the exis approaches are feature based and cannot detechidyatiacks. Mostl
the attacker uses the input form, active content and @ésn@esymbol in URL for malicious attactk. ®tedt this attack
Behaviour based Malicious URL Finder (BMUF) algorithnpispcsed. It analyses the behaviour of the URL. The |
based state transition diagram is used to model the UR&vhmir into various states. The states ttiansfrom initial to
final state is used for classification. This approgedis the genuine and mious behaviour of the URL based on

responses to the user. It accurately detects the reittire URL
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Fig. 3 The system Architecture
V. CONCLUSION

Malicious URL detection plays a pivotalle in many cyber security applications, and hetexp larning approaches
proves to be gromising direction. In th paper the advanced CNN algorithm whichthe Convolutional Gate
Recurrent Neural Networkased on the word2vec feat is used to classify the URL as safe or maliciousctvisaves
the user from being a prey for many phishing and cyber crime deeds. This algoritipmove: to have 75 percent
accuracy which we infer bgomparing the three aspects precision, recall, 1 —score ofNN with the alreac existing
SVM and logical regression. The TRRrue Positive Results) of tt advanced CNNnodel is 1 and FPR(False Posit
Results) is just 0.5 and precision is Ulge later twi methods fall behind in its performance nethence this advanced
CGRU neural network model proves tofoem bette.
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